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Sight For All is committed to protecting the privacy of individuals and individual’s personal information.
Sight For all is bound by the Privacy Act 1988 (Commonwealth) and the 13 Australian Privacy Principles.

In addition to adhering to the Privacy Act and Australian Privacy Principles, Sight For All also abides by
the ACNC Governance Standards, the ACFID Code of Conduct and the Payment Card Industry Data
Security Standard. Information collected by Sight For All is used only for the purpose for which it was
supplied, for internal and marketing purposes or with an individual’s consent. Sight For All uses all
reasonable steps to ensure that any information collected or used is accurate, protected and only
accessible by authorised people for the permitted purpose.

This policy outlines the way in which Sight For All collects, stores and uses an individual’s personal
information and data in order to protect their privacy.

This policy applies to Sight For All Board Directors, staff, Visionaries, volunteers and volunteer committee
members.

For the purposes of this policy, "Organisational Leader" refers to the most senior employed officer of the
organisation (e.g. Chief Executive Officer or General Manager), as appointed by the Board of Directors.

The Privacy Act 1988 defines Personal Information as: “Information or an opinion about an identified
person (or person that can be reasonably identified) regardless of whether the information or opinion is
true or recorded in a material form.”

Sight For All will only collect an individual’s information by lawful and fair means.

Information provided to Sight For All is usually in the form of:

e Individual’s own name, telephone number, street address, email address and date of birth

e Individual’s own credit card number, name and expiry date and/or bank account details, for the
purpose of processing transactions, issuing receipts and collecting information relevant to the
donation, membership or transaction

e Employer details, for individuals participating in workplace giving

o History of donations, correspondences and other interactions with Sight For All

o Certain details about personal interests if provided.

These details are collected at the point of donation, when registering attendance at an event, or at the
point of purchase.

Sight For All does not collect personal information via the organisation’s website that is personally
identifiable unless initiated by the user i.e.: through the completion of a form.

Sight For All does analyse information collected via the website and social media platforms such as the
date and time of a visit, pages viewed, and information downloaded. Such information is anonymous and
is not associated with an individual’s personally identified data.

Sight For All only collects personal information about individuals in the following circumstances:
e When an individual makes a donation via a donation brochure or securely via the organisation’s
website
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e When an individual makes a purchase, for example: purchasing a ticket to attend an event

e When an individual emails Sight For All directly

e Over the telephone directly to the Sight For All office

e From third parties who organise fundraising activities or workplace giving on Sight For All’s behalf
e From publicly available sources of information.

Sight For All may request an individual provide further information such as for marketing purposes. Such
requests will be made in writing by Sight For All and individuals will have the option of not providing
additional information

When Sight For All collects personal information, the individual will be advised:

e How to contact Sight For All

e Why the information is being collected

e If Sight For Allis required by law to collect the information

e The consequences (if any) if the information is not provided

e Thatthey are not obliged to provide their name or personal information if they do not wish to do so.

Sight For All collects personal information for the following purposes:

e Australian taxation purposes in receipting and managing donations

e Inreceipting and facilitating a purchase

e Marketing and fundraising activities

e To communicate with supporters

e To comply with reporting and statutory obligations.

To ensure an individual’s privacy is protected, Sight For All will only disclose or alter details when
requested by the individual to do so.

Online — Ongoing or single donations received via the website or other online systems are processed
using a secure and compliant gateway mechanism, to meet payment security card standards. Credit
card details are stored by Sight For All’s secure gateway, BPoint. These details are not stored by Sight For
AlL.

Offline — Personal information is received by the Sight For All office for the processing of donations, and
payment of event tickets. Credit card details collected over the phone or at events are stored securely
and then destroyed once the payment has been processed.

While Sight For Allimplements the most secure payment system possible, we are unable to warrant that
unauthorised access to data cannot occur.

Sight For All will only collect the information that is required to deliver and improve the services provided.
This includes processing donations and providing receipts. Sight For All may use an individual’s
information to provide updates on activities and campaigns for marketing purposes. Individuals have the
opportunity to opt out of such communications at any time by unsubscribing to our database or
contacting Sight For All via telephone 0428 049 888, email or completing the
contact form available on the Sight For All website.

In accordance with the Australian Privacy Principles, Sight For All will only use an individual’s personal
information in accordance with their expressed wishes and consent.

Individuals making a donation to Sight For All have the opportunity to opt-out of receiving
communications. When this option is requested, the individual’s details are not recorded.
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Occasionally Sight For All allows like-minded organisations to contact individuals with information that
may be of interest to them, including some organisations located outside Australia. Information will not
be shared with such organisations, without first obtaining the consent of the individual.

Unless Sight For All is required to provide an individual’s personal information to others for purposes
relating to public safety and law enforcement or financial transactions, personal information will only be
processed by identified Sight For All staff members. Sight For All Board Directors, staff and volunteers
are recruited and adhere to the Human Resources Policy, Code of Conduct Policy and this Privacy Policy.
All Sight For All representatives complete mandatory police checks upon commencement of
engagement with the organisation and every two years thereafter.

At any time an individual may request for their personal details to be changed or deleted. This can be
coordinated by contacting the Sight For All Privacy Officer.

Individuals who wish to access their personal information or change the details of their information are
able to do so by contacting Sight For All’s Privacy Officer. As a security measure, the Privacy Officer will
ask the individual wishing to access their personal information to put their request in writing including
details to be able to identify themselves.

Sight For All takes all reasonable steps to ensure the security of personal information through the storage
of data in a secure environment. Sight For All files are stored in a cloud-based environment which is
maintained by the organisation’s Operations Manager. In the event that processing of receipts for
donations is conducted offshore, Sight For All will only engage with organisations who meet privacy and
confidentiality requirements.

Sight For Alluses marketing platforms, including Hubspot, to manage donor information. Access to these
platforms is via secure means and accessible only to relevant Sight For All staff. Sight For All ensures that
any platforms used comply with Australian Privacy Standards.

Hard copy documents including copies of receipts are stored in a locked area which is only accessible
to people who have been authorised by the Sight For All Chair or Organisational Leader.

Sight For allis committed to ensuring the safety of the organisation and individual’s personal information.
As such, cyber security measures are implemented, understood and regularly reviewed. In managing
cyber security, the Sight For All Board of Directors, Finance, Risk, Remuneration, Audit and Compliance
Committee (FRRACC) and management undertake the following:

e Identify and regularly assess risks

Implement strategies to prevent incidents and mitigate risks

Engage relevant third parties to help manage risks

Take action and respond effectively to suspicions, incidents and complaints.

Sight For All’s Cyber Incident Response Plan outlines further information regarding the steps to take
should an incident occur, roles and responsibilities of key personnel, legal and regulatory compliance
requirements and international and external communication processes.

While in-country, Sight For All Visionaries, volunteers, staff and Board Directors may receive information
of a personal or confidential nature about others. This may include patients receiving treatment at the
partner institution; patient’s family members or in-country colleagues or Fellows. Sight For All Visionaries
volunteers, staff, Ophthalmic Country Officers and Board Directors will not disclose, share or publish
confidential information without the informed written consent the individual, government department or
appropriate authority.
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Sight For Alls Privacy Officer is the Operations Manager.

Sight For All’s Ethical Communication Policy outlines requirements to ensure that information including
images, videos, stories and case studies are collected and shared ethically and in line with the
organisation’s Ethical Decision-Making Framework, Informed Consent Procedure, Code of Conduct
Policy, Child and Young Person Protection Policy and Privacy Policy. The Informed Consent Procedure
outlines the steps to be taken to ensure individuals can make well informed decisions when committing
to their image or story being shared.

Important information contained in the Ethical Communications Policy and Informed Consent Procedure
is shared with staff, Visionaries, Fellows, project participants and volunteers via training in the Good
Development Practice Workshop and details contained in the Fellows and Visionary Handbooks.

The Informed Consent Procedure also outlines the process for file storage and recording of images,
videos, stories and case studies collected.

Individuals wishing to lodge a complaint regarding Sight For All's Privacy Policy or storage of personal
information are encouraged to do so in line with the organisation’s Complaints Handling Policy.
Grievances can be lodged with Sight For All’s Organisational Leader in person, via telephone, via email
or via post. Sight For All’'s Complaints Handling Policy outlines the organisation’s commitment to
maintaining confidentiality and de-identifying complaints.

Sight For All Code of Conduct Policy

Sight For All Complaints Handling Policy

Sight For All Ethical Communications Policy

Sight For All Financial Risk Management Policy

Sight For All Fundraising Policy

e Sight For All Human Resources Policy

e Sight For All Informed Consent Procedure

e Sight For All Transparency Policy

e Sight For All Cyber Incident Response Plan

e Privacy Act 1988 (Commonwealth) Australian Privacy Principles — Privacy Fact Sheet

The Sight For All Privacy Policy is reviewed on a biennial basis.
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